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Update 2003-01-27

When I started this document over three years ago, I was an InfoSec consultant working with firewalls on a day-to-day basis.  As will be obvious from a look at the revision history at the bottom of this document, I have not found a great deal of time to devote to it.  In addition I have since moved on, and I do not work directly with firewalls much in my current role.

I have been surprised at the number of requests that I get for this draft, and I apologize to all those who I’ve kept waiting though my lack of time.  Thus, I am making this draft directly available on the Internet in the hope that it will be useful.  I disclaim any and all liability—use it at your own risk.

If you would like to take over the maintenance of this document, contact me at jp@jpsdomain.org.

Abstract

This document is intended to provide some guidelines, or best practices, for configuring any modern firewall.  I will not define or cover any basic terms or concepts, as many others have already done so in great detail (see the “Resources” section on page 7).  This is a high-level document that will not tell you how to do anything.  Instead, it should guide you about what things you should be thinking about, and how to approach the idea of configuring your firewall.

This document will be mostly vendor neutral, but I will pick on CheckPoint Firewall‑1 a little, as that is the product with which I am most familiar.

What is Information Security?

Information Security is the area of the Information Technology field that devotes itself to the confidentiality, integrity and availability of one of the most important company resources you have—information.  This is an extremely broad topic, and covers everything from fire extinguishers to encryption to disaster recovery to—well—firewalls.

The part of Information Security that concerns itself with computers and networks is often called “computer security” or “network security.”  I wonder why?  I will just use the term “security” throughout this paper, as I find it a bit simpler.  But you will know what I really mean.  There are many very interesting aspects to security, but two most critical ones are that it is most effective when layered and that it is never “finished”.

Many people use an onion as an analogy, but I prefer to talk about automobile alarms.  As anyone who lives near a big city can tell you, if someone wants your car badly enough, they will be able to steal it.  The same goes for security—there are no absolutes.  If someone wants to break your security badly enough, they will.  There is no such thing as a totally secure system.  Or rather, there is such a thing as a totally secure system, but since it is encased in 5 feet of concrete and buried under 7 miles of ocean water, it is not very useful.  That is the tradeoff—security verses ease of use.  Going back to the car analogy, you can put an alarm on the car, use “The Club™,” install a kill switch, get your window glass etched, etc.  Each additional layer makes it harder for a thief to steal the car, with increases the chance he will look for an easier target, which reduces the chance your car will be stolen.  So it is with Information Security.

This brings us to firewalls.  They are one of the layers in your security posture.  They are typically used at the network border, between your network and someone else’s.  They may be used inside the company, perhaps to add another layer to the security of the payroll department.  They may (should!) even be used at home, to protect your personal computer while attached to the Internet.  But firewalls are not “security” and they are not even necessarily secure.  Unless a firewall is installed and configured properly into a network that has been designed to correctly support the way a firewall must function, it is even worse than having no firewall at all.  How can it be worse?  Because you think you are secure when if fact you are not!  Once you have installed your firewall, you are not secure, nor are you anywhere near to being finished.

To quote Bruce Schneier, “Security is not a product, it’s a process.”  This cannot be emphasized enough.  Nothing in security is “set it and forget it!”  Security cannot be achieved with point products—it is an ongoing process that never ends, and one that encompasses far more than software or hardware products.  A firewall is a very important part of security, but it is a small part.  The people process is at least as important as the firewall.

But, since we are here to talk about firewalls, without further ado, let’s get to the topic at hand.

Firewall Rulebase Best Practices

Rule Guidelines

Understand your Firewall

This may sound obvious, but it’s amazing how many people install firewalls without really understanding how they work, and the quirks and idiosyncrasies of the particular product.  To pick on CheckPoint, consider the “Policy Properties,” sometimes also known as “Rule 0.”  By default, DNS, ICMP and RIP used to be allowed unrestricted and un-logged access both in and out!  Hopefully, you are extremely alarmed by this.  If you are not, consider the facts that:

· Many trojans, such as BackOrafice and NetBus, are configured to use port 53/udp as a communications channel.  Port 53/udp is DNS, and is left wide open by a default CheckPoint installation!

· ICMP is the protocol used by ping and traceroute.  Attacks such as a “Ping of Death” or a Smurf attack use ping!  Ping and traceroute are also used to map and enumerate your internal network, to plan for later attack.

· If your routing is changed due to “poisoned” RIP, then your connection may not work (denial of service) or may route to somewhere unexpected, to facilitate sniffing your traffic to glean confidential information or so-called “man in the middle” attacks.  For example, even scanning your outgoing email traffic for recipients only (which is trivially easy) could reveal details of a pending merger, if traffic between you and a likely acquisition target suddenly increases.

Maintain your Firewall

This may also sound obvious, but it’s amazing how many people install a firewall and do not touch it for a year.  As quoted above, “Security is not a product, it’s a process.”  New vulnerabilities in both operating systems and firewall software are constantly being announced.  If you do not maintain your firewall operating system and software, you are asking to be attacked, and would have little claim to “due diligence” and “reasonable and prudent precautions” in any legal proceedings.

Understand your Network

Continuing with the trend of stating the obvious, you need to understand everything about your network.  This includes the physical wiring (I’ve actually seen both interfaces of a firewall patched into adjacent ports on the same internal LAN switch!), and the logical aspects such as subnets and VLANs.  It also includes knowing what services users in your environment need.

It is very difficult to put a firewall into place where none was before.  You will break a lot of things your users have come to depend on—I guarantee it.  One possible strategy (though not recommended, for obvious reasons) is to put the firewall in place with wide-open rules that allow just about everything, and log it all.  Then comb through the logs and see what is happening.  Gradually lock things down until you have a realistically secure setup.  This could take a long time, and one of the keys is massive communication with your users.  They need to understand what is happening, and why it is good, even though it will be painful.

A much better strategy is to lock everything down, and only loosen things if people complain and your policy allows the traffic and there is a good business case for the traffic.  However, just because this is better from a security standpoint does not mean it’s a viable option in your environment.  If you cut off the VP’s access to AOL, well, it may not be a good thing.  Also, keep in mind that these strategies assume you have no idea what your traffic is.  Hopefully, that’s a worst-case assumption.

Understand TCP/IP Routing

You must understand how something is supposed to work before you can understand how to secure it.  Also, configuring a firewall, with NAT (Network Address Translation) and proxy ARPs (Address Resolution Protocol) will be virtually impossible unless you understand what source and destination IP and MAC addresses are.  You also need to know about source and destination ports, the so-called “Well Known Ports” and the “High Ports,” when and why ARP happens, what a TCP session is, and how it is established, the difference between TCP, UDP and ICMP, and many other things.  Get a good book (TCP/IP Illustrated Vols I-III are the best, but they are expensive), take a class, whatever—just understand the stuff.

Be as Specific as Possible

Be as specific as possible with anything related to security, but with firewall rules in particular.  This makes it more difficult to configure and troubleshoot, but is far more secure.  For example, when using Outlook and Exchange as your e-mail system, the only outgoing SMTP traffic should be from your Exchange server itself—not from any client machines.  Likewise, outgoing DNS should be allowed only to your upstream DNS provider (usually your ISP, see above discussion of DNS port issues).

Allow Only Absolutely Essential Services In

Do not allow any service that is not absolutely necessary.  It is much safer and easier to open up restrictions later than to try to tighten them down later.  Understand your network and environment, and understand the business reasons for each service.  If a strong business case cannot be made for a service then do not allow it.

Allow Only Absolutely Essential Services Out

See above.  Be specific!  Some people do not consider outgoing services as important or dangerous as incoming services.  Consider trojans again.  They often initiate the connection from inside you LAN.  If you allow all outgoing services you’ll never catch them.

The recent MS-SQL “Sapphire” worm is a perfect example.  Database servers should almost never be accessible from the Internet—the Internet should access the web server and the web server should access the database, which should be on a different machine, and potentially even behind another firewall!  If everyone had followed these practices the Sapphire worm would have gone nowhere because it would not be able to access any MS SQL servers in the first place.

Do not Allow the AOL Service

The AOL service acts as a kind of Virtual Private Network (VPN) between the AOL client and the AOL servers.  E-Mail, web browsing, instant messaging, news reading and other services happen over that tunnel.  You cannot detect, log, or monitor activity, scan for viruses or other hostile content, etc.  You can log that some IP address in your LAN was talking to AOL, but that’s it.  So any content filers, anti virus scanner or other tools are useless – your users can do anything they want through that tunnel, and you’ll never know.  There used to be a possible business case for allowing AOL e-mail, but with the advent of AOL e-mail via a web browser, that is no longer true.  Block AOL.

Reject Ident (AKA Auth)

Add a rule that rejects ident (i.e. acknowledges the packet, not something that simply drops the packets or makes it “disappear”).  This will increase the connection speed of certain services such as SMTP and FTP as those servers attempt to use ident to establish the identity or origin of an attempted connection.  If the ident request packet simply disappears, the connection will not actually be established until it times out—usually about 90 seconds.  However, if the ident request packet is rejected, it will “give up” much faster, and the connection will be established much quicker.

Prefer Application Proxies (AKA Checkpoint Security Servers)

Prefer application proxies over circuit-level filters or “Stateful Inspection”.  Application proxies are far more secure, and often allow extensive customization to tailor security to fix specific needs.  For example, the Checkpoint SMTP Security Server is easy to configure to block mail relaying (used by spammers).  However, they are slower, and specific to each application (or protocol) proxied, so there is a delay when a new protocol comes out before an application proxy is available, if one is ever even implemented.

Implement Good Logging Practices

I argue that firewalls exist for two reasons.  The first is to limit and control what traffic may pass, and the second is to log that traffic.  Do not neglect the second function!  “Good” logging practices will vary widely from site to site, depending on the environment.  In general:

· Keep logs to a manageable size—“roll” them once a week, or once a month, as is reasonable for your volume.  Try not to roll every day, as that will make tracking and correlating longer-term events far more difficult.

· Keep them for a reasonable length of time—usually at least 3-5 months, if possible.  Consider an automated job to move old log files off the firewall server.  If you use ftp, use an ftp client on the firewall side to a secure ftp server, do not run an FTP server on the firewall!

· Have some method of reviewing them periodically—be it manual, a commercial tool such as WebTrends, or a homegrown script (even a series of greps or finds).  There are a number of such scripts on the Internet, many written in Perl or using UNIX utilities.  There are versions of Perl and the UNIX textutils for Windows environments (see http://www.jpsdomain.org/windows/win-tools.html#unix_utilities).  (Note, do not install Perl on a firewall!)  Or, you can use an outsourced monitoring company.  I have it on good authority that Counterpane Internet Security is pretty good.

· Do log important traffic—such as any incoming traffic (see “Services Guidelines” on page 7).

· Do not log unimportant traffic—such as internal Microsoft Networking and bootp broadcasts (see “Services Guidelines” on page 7).

Use a “Service Network” for Public Services

Use a “Service Network” (AKA DMZ, AKA “screened network) for public services such as your web or ftp server.  This used to be true for SMTP (e-mail) servers as well, but most modern firewalls have built-in, hardened and secure mail relay proxies.  A service network is a good idea for extranet/partner connections as well.  The advantages are that you have fine-grained control over what traffic is allowed, and you can log it.  Be careful if you use the same service net for more than one partner connection, or if you put a partner connection on the same service network as your public servers.  In the former case, one partner could conceivably gain access to the other’s network via your link.  In the latter case, your partner could conceivably use your Internet resources (i.e. to bypass content filters imposed by their own network by going through your internet link).

Use Well Designed and Consistent Firewall and Object Naming

Most modern firewalls use some kind of graphical and object orient interface.  Give careful though to your naming conventions.  The object name is often required to be the same as the resolvable DNS name, which may be published.  Consider what would happen if you used too generic a name, then merged with another company (no matter how unlikely you may think this to be, plan for it anyway.  Plan to scale up too).  For example, calling the firewall object “firewall” and the LAN object “LAN” is neither scalable nor will it work well if you merge or open new sites.  There is also an ongoing debate that the firewall name should be something that does not indicate that it is, in fact, a firewall.  This is security by obscurity and never works in and of itself.  It may, however, add a slim “layer” of security that might be beneficial.  It probably depends on your environment.  Of course, publishing “firewall.yourcompany.com” to public DNS is asking for trouble.  Use a split DNS (i.e. have your ISP host your external DNS and you host your internal), and use some common sense.

Use Groups for Management

Whenever possible, use groups of objects and/or users to facilitate management.  Balance this against creating too many objects or groups and making things more complicated than they need to be.  Using groups makes it easier to manage the firewall (thus reducing the chances of a mistake) because you will only have to make changes in one place (the group), rather than in multiple rules or objects.

Contract this with using individual objects in rules.  When one of those objects is retired or renamed, you must review every single rule to make sure you’re not missing any.  Depending on the complexity of your environment this may not be trivial.

Use Comments

If your firewall supports the use of comments in rules and objects, use them!  Useful things to comment, space permitting, as the reason for the rule (if not obvious), the requester and implementer of the rule, the date/time of last modification and/or implementation.

Procedure Guidelines

Have Written Firewall Policies and Change Logs

You should have a written policy specifically defining the firewall’s policy, that is, the rulebase.  It can be just a few paragraphs specifying what services and are not allowed in which directions to which networks and hosts.  You should also have a policy detailing who may make changes to the firewall policy, how changes are submitted and who must approve them.  The firewall administrator or whoever actually maintains the firewall should not be the person who approves changes (separation of duties).  All changes should be submitted in writing, signed and should include a business case for why the change is necessary.  The change forms should be kept on file, and documented in a written rulebase change log as well.  Aside from being good general policy and part of a legal defense of having taken reasonable and prudent precautions, this documentation may be a useful troubleshooting tool.

Backup your rules/firewall

While firewall server configurations ideally should not change very much or very often, they do change.  As mentioned before, operating systems and firewall software must be kept up to date.  The rulebase will change over time, and unless the log files are stored on a different server, they will change constantly.  Thus, some kind of backup strategy is necessary.  The details of that are beyond the scope of this document, except to say that a distributed network backup device should probably not be used, as that will require more connectivity and services than should be allowed a dedicated firewall server.  If a tape drive is to be used, it should be a small unit directly connected to the firewall server.  Tapes should not be left in the drive any longer than necessary, and should be stored very securely.

Print your rules

If your firewall supports it, hardcopy of your rulebase and objects should be kept with other firewall related material, such as change logs.  Needless to say, this material is very sensitive, and should be kept securely.  Hardcopy of you rules may be used in troubleshooting network issues or a possible intrusion, and as a last resort in disaster recovery.

Other Guidelines

Your Firewall Server should be a Dedicated Server

Do not run anything on your firewall server except your firewall software.  Most especially, do not run any of the following:

· Web servers—except as needed for server management (e.g. Nokia) and only accept connections from a very limited number of internal (non-routable) addresses

· Telnet servers—except as needed for server management (e.g. Nokia) and only accept connections from a very limited number of internal (non-routable) addresses

· FTP servers—ever

· Mail servers—except special purpose hardened mail proxies/relays provided with your firewall software

· DNS servers—except hardened versions supplied with your firewall software, and even that is not recommended

· R-commands (rsh, etc.) —EVER!

· Microsoft Networking (SMB), NFS, NIS, or any other file sharing or information service—EVER!

Harden your Firewall Server

Make sure the underlying operating system is hardened or secured.  This includes removing or disabling all unnecessary services (which is virtually all of them!), keeping up to date on operating system and firewall software revisions and security patches, not being a member of a Microsoft Networking Domain (be a member server (not a DC either) of a made-up workgroup), proper privileged account management, proper permissions on file systems and other platform specific actions.  Hardening is beyond the scope of this article.  See http://www.jpsdomain.org/infosec/sec-tools.html#hardening for more information.

Appendix

Services Guidelines

The following service guidelines are just that—guidelines.  Your environment may differ.  Remember do not use any service unless you absolutely need it!

	
	Log
	Do not log

	INCOMING, Allowed
	SMTP ( Mail Proxy/Relay/Server, HTTP ( Web Server
	Not applicable—log everything coming in or attempting to come in.

	OUTGOING, Allowed
	HTTP, FTP, Telnet, ssh, ntp, DNS ( Upstream DNS
	Maybe:

HTTP, DNS ( Upstream DNS

	INCOMING, Denied
	Everything not specifically allowed in should be denied and logged.
	Not applicable—log everything coming in or attempting to come in.

	OUTGOING, Denied
	Anything other than the “do not log” services.
	SMB, BootP, SNMP, broadcasts


Services that are often allowed, but rarely needed:


Archie, Gopher, WAIS, Veronica, finger, whois, NNTP

Especially Dangerous Services:


r-commands, telnet, ftp, smtp, snmp, rip (and other routing protocols)

Resources

Please refer to the following URL for many other related resources:


http://www.jpsdomain.org/infosec/rulebasebp.html
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ToDo

· GNU HTTPTunnel, various “Firewall Piercing” document and implications

· http://www.nocrew.org/software/httptunnel.html
· Firewall Sandwich

· Right way = large enterprise

· Wrong way = more complicated (bad) with no increase in security/protection (worse)

· Three (plus) legged = probably best for more environments

· DMZ/ServiceNet/Moat

· Add PhoneBoy book(s)
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